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1. Customer Side Requirements:

1. Create a custom domain (e.g. www.portal.brand.biz);
Issue a certificate for this domain and provide the certificate (certificate chain and

certificate key) in pem format so floNET devOPS team can enable TLS.
Redirect the prefixed domain with an CNAME record to floportal.flolive.net

N

Provide 3 images: Logo, Background and Favicon (see “Image parameters” section below)
Please confirm the website name to be displayed next to the favicon.
Please confirm then color branding (details below) — optional.

N o vk~ W

Please confirm the SMTP details for password reset and new customer emails (details
below) — optional.

2. Image parameters:

Background
e size: 1569 x 1400
o type:png

Example of background file:
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Favicon
« type: png

Example of Favicon file:

Logo

e jpe/g, png or gif (less than 500 KB)

3. SMTP relay configuration (email notifications):

This configuration provides the ability to control the email attributes such as FROM address, subject and
body of the automated emails sent from the Rules & Alerts channel as well as the messages received on
user creation, first login, password reset, etc...

Customer Side Requirements — provide the following information:

e SMTP host — (e.g smtp.office365.com, smtp.gmail.com)

e SMTP user — (e.g no-reply@brand.biz)

e SMTP password

e SMPT port — depends on whether startTLS is used. See below:

e startTLS — truelfalse - a protocol command used to inform the email server that the email client
wants to upgrade from an insecure connection to a secure one using TLS or SSL

e fromAddress — the address which the users will receive emails from. Can be set the same as the
SMTP user.

Additionally, please provide name and customer service email address to be used in the
welcome email template for the (PLACEHOLDER) parts or an entirely new welcome
email text if required:
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- FIRST LOGIN

" " "<p>Welcome to (YOUR NAME)! <br>As a new user, we ask you to define your password,
as follows:<br>Note that your username is your email address: {username}<br>To define your
password:<br>1. Click this link: <a href=\"{link}\">Link to account update</a> <br>This link will
expire within {linkExpirationFormatted}. <br>2. Log in at (CUSTOM DOMAIN) <br>If you do not
succeed, contact (YOUR NAME) Customer Service at this email address: (CUSTOMER SERVICE
ADDRESS)<br>Thank you.<br>Best Regards, <br>The (YOUR NAME) Team</p>"

! ": "Welcome to (YOUR NAME)!"

If required, the below mail templates can also be customized, based on a given portal
action/event. Default templates are as follows:

- LOGIN ERROR:
" " "<p>A failed login attempt was detected to your account on {date} from {ipAddress}. If

this was not you, please contact an admin.</p>"
": "Login error"

-  PASSWORD UPDATE:
" " "<p>Your password was changed on {date} from {ipAddress}. If this was not you, please

contact an admin.</p>"
" "Update password"

- PASSWORD RESET:

": "<p>Someone just requested to change your {realmName} account's credentials. If this
was you, click on the link below to reset them.</p> <p><a href=\"{link}\">Link to reset
credentials</a> </p><p>This link will expire within {linkExpirationFormatted}.</p><p>If you
don't want to reset your credentials, just ignore this message and nothing will be changed.</p>"

": "Reset password"

- EMAIL VERIFICATION:

" " "<p>Someone has created a (YOUR NAME) account with this email address. If this was
you, click the link below to verify your email address</p><p> <a href=\"{link}\">Link to e-mail
address verification</a> </p><p>This link will expire within {linkExpirationFormatted}.</p> <p>If
you didn"t create this account, just ignore this message.</p>"

": "Verify email"

Note: The variables in {} are automatically filled.
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4. Color Branding
In order to set up the branding we need the html color codes.
There are 3 customizable colors:

- Menu background (note the menu font is white, so the background must be a dark color)
- Menu highlight (and sliders/buttons etc.)
- Graph bars

Primary Color W

The leading coor

of the companys brand.

The color will appear

n bytenrs and cther eements,

Do not e deight colorsl
fwite, Ight ray,lght blue.
e green, ec |

Primary Color B

The leading color
of the companys brand.

This colot wil appear

1 bt ang other slements,

My Account

D6 mot e beight caiorst
fwhite, it ray. Iyt bive,
e geen )

327 337692 # o 11.00Mb

Secondary Color W Graphs Color W

Use a color for graphs

|HH\.M,.L\\.|.|’.H||.M|| e

Another color ro your brand
or 3 neytrat color the
Backidark gy,

THS color Wi appes In the
e menu background.

D0 not use begt colont
twhite, {ght ray, gt blue,
g reen, )

ol 0
200MB + 20 SMS Africa

0 bustons and other slements.

Linked pharss

) Do nat use bright colary

5 (Wb, ghs groy. Fght bhve,
Tt green. )
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5. Functional Customization

The portal can be configured to enable the users to access the user guide and a direct link to open a
ticket via the drop-down menu of the currently logged-in user.

(O  Terms of Use

1 (@ Open User Guide
@ Languages 3
()  Support- Open Ticket

[+ Logout

Customer Side Requirements:
- in case the "Open User Guide” functionality is requested, the customer needs to provide either a

link to a custom web page or a custom document in .pdf format.
- For "Support — Open Ticket” functionality, please provide relevant URL
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6. Examples:

floLIVE example (default branding):

c @
My A¢ccoumte L e
L e T 0mn
P ) et
3 44 13 Blo @ s15607
v 82768 = 17 ds
——

$82.62

Data Usage

o
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Demo brand example:

My Account

-~ g - et Sagnr

connecting devices
at cloud-speed
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